
Toughen Your Security Posture:
Cyber Consulting that Keeps 
You On Track.
Singtel Cyber Consulting Services help you strengthen your cyber defence by building Cyber 
Readiness, Cyber Vigilance and Cyber Resilience across the entire threat lifecycle.

We want to help you outsmart today's cyber criminals by safeguarding your security posture with the 
latest security solutions and drive your business forward − while lowering risks, mitigating threats and 
achieving compliance. 
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Cyber Consulting Services

The escalating levels of complexity, 
severity and scale of cyber threats 
have driven stakeholders – from 
consumers, regulators, governments 
– to demand that businesses 
enhance their resilience against these 
evolving threats. This is further 
aggravated by today’s reliance on 
smart mobile devices, the Internet of 

Things and the speed of 
technological change  – all exposing 
businesses to ever-intensifying risks. 
To securely embrace new 
technologies while combating 
fast-mutating cyber threats, 
businesses need to look beyond 
deploying point security solutions 
and services. Rising expectations are 

pushing businesses towards an 
integrated/holistic approach to build 
proactive security. Only then, can 
one ensure effective enterprise-wide 
protection across one’s networks, 
applications, business data, business 
systems, business functions, and 
people. 

• Protecting critical business data and systems while mitigating threats
• Ensuring that one’s security programmes, policies, processes and technologies are periodically updated to address fast-
   changing regulatory compliance, evolving attack techniques and more
• Hiring, retaining and maintaining appropriately skilled and experienced security consultants to execute and maintain the 
   security programmes
• Ensuring compliance to regulatory requirements
• Ensuring readiness in responding to security breaches
• Promoting enterprise-wide security awareness amongst staff
• Maintaining a neutral and impartial stance in evaluating the state of cyber security readiness

Why Cyber Consulting: Building a Business Case 

Rethink Your Security: What Works Today May Not Be Good Enough Tomorrow

Developing, building and maintaining an effective IT security program is daunting as businesses need to cope with:

• Assessing if your current security operations, processes and technology are adequate, relevant and hardened against both 
   current and future security threats
• Reviewing if your business systems comply with relevant industry compliance standards and regulatory requirements
• Conducting cyber posture rating and benchmarking program to benchmark against your competition and assess your 
   third-party risks
• Providing security advisory on security programmes, processes and technologies to ensure proactive defence and limit      
   exposure to malicious security threats
• Being ready to respond effectively to cyber security incidents with a team of highly qualified and skilled incident response   
   and forensics experts on retainer to call upon at short notice

Cyber Consulting Services can help you efficiently plan and execute an integrated cyber security strategy by: 

As trusted advisors, our cyber security consultants can be engaged for both short- and long-term engagements. Working 
alongside your team, our cyber security consultants can help you strengthen your cyber defence to better respond to 
changing security needs and challenges as your business grows and the threat landscape evolves. 



Cyber Consulting Service Offerings

Cyber Security Framework
Powered by deep domain knowledge, broad business exposure and in-depth technical expertise, Singtel offers a 
market-leading, end-to-end range of cyber security service offerings, designed to meet the demands of today’s enterprise 
security challenges. 

We help you fight the cyber adversaries – not just by reacting when cyber attacks happen, but by proactively building your 
holistic cyber defences across the entire cyber threat lifecycle – from Cyber Readiness, Cyber Vigilance to Cyber 
Resilience − as outlined in the Singtel Cyber Security Framework:

Cyber Readiness: Assess your security posture by identifying security 
vulnerabilities and reviewing compliance against industry standards and 
regulatory requirements. Protect with bespoke cyber security solutions for 
applications, networks, content, and endpoints. Provide advisory on the design     
and build of Security Operations Centres (SOCs). 

Cyber Vigilance: 24x7 round-the-clock monitoring to detect cyber security 
threats and respond with cyber defense services. Backed by cyber consulting 
services with on-site first-responder and forensics investigation. 

Cyber Resilience: Swiftly recover from a cyber attack with detailed cause 
analysis. Build and enhance security awareness across the organisation with 
customised training by our cyber consultants.

Cyber Consulting Services combine world-class capability and practical advice to enhance your security governance and 
operations every step of the way. 

Our cyber security professionals are subject matter experts committed to help you gain an unprecedented understanding of 
your threat landscape, to help you make informed decisions and devise risk-focused security strategies to lower cyber risks, 
support your compliance initiatives and develop an effective security culture across the organisation. For more than 30 years, 
we have built an arsenal that brims with leading practices, tried-and-tested methodologies, enterprise-wide implementation 
experience and proven track records.

Singtel Cyber Consulting Services offer one of the industry’s most comprehensive security competencies across the breadth 
and depth of the security spectrum:

Cyber Preparedness: Assess your security posture by taking a two-pronged outside-in and inside-out approach. Evaluate 
people, process and technology components to identify, protect and detect potential security breaches, and ensure timely 
response and recovery when security incidents happen.

Cyber Assessment: Conduct technical security testing and review to identify known and exploitable vulnerabilities in the 
design, configuration and implementation of one’s networks, servers/network devices, applications, and databases. 

Cyber Advisory: Provide recommendations and advisory services to remediate and achieve compliance.

Cyber Response: Provide first-responder services to investigate security breaches, which may require forensics 
investigations to collect criminal evidence where necessary.
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Cyber Preparedness: Think Ahead to Stay Safe 

Security Landscape Review

• Cyber Security Readiness Assessment: Assess your organisation’s high-level IT security practices against 
   industry-recognised standards with a two-pronged inside-out and outside-in approach. Identify IT security  
   gaps and recommend roadmap with short-, mid- and long-term plans to close the gaps.

• Cyber Posture Rating and Third Party Risk Management: Rate your organisation’s security posture based on 
   publicly accessible information on security events, diligence, user behaviour and data breaches, as well as
   benchmarking against the competition and facilitating third-party vendor risk management. 

Situational Awareness and Monitoring

SOC Consulting: Provide design and build advisory for organisations looking to build an in-house Security 
Operations Centre (SOC). Evaluate the maturity of existing SOC with gap analysis and recommendations to improve 
SOC operational efficiencies. 

Incident Response 

Incident Readiness Assessment: Examine your organisation’s readiness in identifying and effectively respond to 
security incidents. Provide advice to develop detailed Computer Security Incident Response Plan and build a 
Computer Incident Response Team. Also includes services to simulate potential attacks and scheduled onsite 
debrief on latest security threats and trends. These are powered by Trustwave, a Singtel company. 

Training

Security Awareness Training: Enhance enterprise-wide security awareness via tailored training that educates staff  
on: what corporate IT security policies, standards and procedures to adopt; how to identify IT security threats; who 
to contact and what to do during a suspected IT security threat. Ideal for staff on-boarding or periodic security 
awareness updates.

To help businesses elevate their cyber preparedness and proactively strengthen their defence against cyber threats, we 
offer a full suite of Cyber Consulting Services that reviews your security posture to identify gaps and provide advice on 
monitoring, incident response and security awareness.  

Cyber Assessment: Gain Insights That Matter 

Networks

• Vulnerability Assessment and Penetration Test: Scan your internal and external networks for known 
   vulnerabilities that arose due to poor security hygiene. Perform penetration tests via exploitation exercises to 
   assess the resilience of systems and networks and how these can be compromised (from the viewpoint of a 
   cyber adversary). Rank the risk severity of security findings with proposed recommendations for remediation.

Our cyber assessment services, powered by Trustwave, give you critical insights into both the known and exploitable 
vulnerabilities of your IT environment. This ranges from vulnerability assessment and penetration testing services to 
comprehensive review of the design, configuration and implementation of your networks, servers/network devices, 
applications, and databases.



Networks (continued)

• Network Architecture Review: Identify the security weaknesses in your network architecture, with design gaps 
   ranked by risk severity and backed by proposed recommendations to improve security resiliency.

Host

Host Security Configuration Review: Assess if the identified servers/network devices are hardened against 
approved or leading industry hardening guidelines. Rank the security configuration gaps by risk severity, with 
proposed recommendations to reduce exposure to security threats.

Applications

Vulnerability Assessment and Penetration Test: Conduct Static Application Security Testing (SAST), and 
patented Dynamic Application Security Testing (DAST) using behavioural-based scanning to detect potential 
application vulnerabilities.

Database

Vulnerability Assessment: Assess the vulnerabilities of your databases including Microsoft SQL Server, Oracle, 
Sybase, MySQL, IBM DB2, Hadoop and more. Rank the risk severity of security findings, backed by proposed 
recommendations for remediation.

Assessment

• Security Risk Assessment: Examine identified business functions or systems against in-house or 
   our recommended IT security risk framework. Determine the security risks and their risk ratings, as well as 
   assess the mitigating controls and the residual risks which are documented in a risk register and reviewed on a
   periodic basis. 

• Security Compliance Review: Assess the compliance of specific systems or business functions against in-house 
   IT security policies or relevant industry/regulatory requirements. Identify non-compliance and recommend 
   actionable plans to achieve compliance and pass security audits.

Advisory

Information Security Management System (ISMS) Implementation Service: Provide consultation to assist 
organisations in setting up ISMS for ISO27001 certification. Include ISO27001 compliance gap analysis, propose 
implementation roadmap, pre-certification assessment, certification audit support and more.    

Cyber Consulting Services support your compliance initiatives with a comprehensive slate of cyber advisory services. From 
assessing security risks specific to your business function or system, to security compliance reviews to identify gaps against 
industry standards and regulatory requirements, we have it all covered. Advisory services are also available to help 
businesses who require implementation assistance in attaining the ISO27001 certification. 

Cyber Assessment: Gain Insights That Matter (continued)

Cyber Advisory: Find and Fix Compliance Gaps



Build and OperateDesign Monitor 

Security Risk Assessment (CAd) 
Identify business/IT risks against 
security risk framework

Host Security Configuration Review 
(CAs) 
Ensure host devices are hardened 
for security hygiene

Network Architecture Review (CAs) 
Review network security resiliency

Security Compliance Review (CAd)  
Review compliance of systems or business functions against in-house or 
industry policies/ standards

SOC Consulting (CP) 
Provide advisory on design and build 
of a SOC

Incident Readiness Assessment (CP) 
Establish processes and roles/
responsibilities for effective 
incident response

Cyber Security Readiness 
Assessment (CP)
Assess security posture from inside-
out and outside-in perspectives

Cyber Posture Rating and Third 
Party Risk Management (CP) 
Outside-in rating of organisations 
security posture to assess 
third-party risks, cyber health check 
and more

ISMS Implementation Service (CAd)
Help organisations achieve ISO27001 certification

Vulnerability Assessment and 
Penetration Test (CAs) 
Test networks, applications and 
databases for known and 
exploitable vulnerabilities

Incident Response and Forensics 
Investigation (CR) 
Provide first-responder services and 
perform forensics investigation

Security Awareness Training (CP) 
Establish security culture via tailored 
security awareness training

Response and Recover

Incident Response and Forensics Investigation: Provide first-responder service to assess the security incident, 
contain the security breach and perform detailed examination, which may require forensics investigation to 
gather and preserve criminal evidence. Document security breach findings and propose actionable remediation 
plan. Powered by Trustwave.

Who do you first contact when your business has been breached? We are committed to provide first-responder services for 
swift response and recovery from cyberattacks. With real-world experience, our cyber security consultants are adept in 
helping you figure out the root cause, contain the damage and perform thorough inspection − which may require forensics 
investigation to gather and preserve criminal evidence.

Cyber Response: Swift Recovery that Minimises Impact/Loss 

If you are looking to planning and executing an integrated cyber security approach to build proactive security, ensure 
compliance and establish a security culture across the organisation. You can consider the following recommendations for 
each stage:

Change the Way You Secure Your Business Today: Start Here

Key: CP = Cyber Preparedness | CAs = Cyber Assessment | CAd = Cyber Advisory | CR = Cyber Response

Proven track record with
critical infrastructure sectors

• Financial Services
   Industry
• Transportation

• Energy
• Emergency Services
• Government Agencies



 

Requirements Recommended Cyber Consulting Service

Compliance

Assessment

Incident Response

Security Compliance Review (CAd) 
Review compliance of systems or business functions against in-house or industry policies/standards 

ISMS Implementation Service (CAd) 
Help organisations to achieve ISO27001 certification

Vulnerability Assessment and Penetration Test (CAs) 
Test networks, applications and databases for known and exploitable vulnerabilities

Incident Response and Forensics Investigation (CR) 
Provide first-responder services and perform forensics investigation

Why Singtel

Breadth and depth of cyber security capabilities across people, technology (systems, network, 
applications, databases) and processes
Deliver cyber consulting services spanning the end-to-end security spectrum from business and technical 
assessments; IT governance, risk and compliance management; security architecture design, security and 
network operations, security monitoring and incident response, forensic investigation, to security strategy 
consulting, security culture development, and cyber security education and training.

Domain experience with world-class consulting and cyber security competencies 
• We are Asia Pacific’s trusted ICT and Telecommunication provider delivering extensive capabilities in 
   integrated network and security operational management.
• Experience with operating 8 internationally-acclaimed, ISO27001-certified and audit-ready SOCs in Singapore, 
   Australia, Philippines, Canada, United States and Europe. 
• Leading Trustwave Spiderlabs security expertise having average of 12 years of experience and distinguished 
   track record in identifying zero day vulnerabilities; Backed by full suite of SpiderLabs proprietary security 
   testing technologies, insights from wide-ranging of security tests and incident response investigation, as well 
   as threat intelligence research.
• Single pane-of-glass visibility with both macro and micro view via unified TrustKeeper portal, which offers 
   one-stop, on-demand access to all compliance and security services. 
• Extensive enterprise-wide experience with deploying large scale, mission-critical systems with robust security 
   design that complies with security policies and regulatory requirements.
• Highly-qualified team of security-cleared experienced professionals with over 30 years of deep domain 
   knowledge and professional certification in CISSP, SABSA, CISM, CISA, GCIA, GCIH, GCFA, CEH, ECSA, 
   CHFI, Mile2, HP ArcSight, Tipping Point, McAfee, Trustwave and more.
• Empower businesses to build their cyber readiness, increase cyber vigilance and strengthen cyber resilience 
   across the entire threat lifecycle.

Proven track record in the continual development, testing and roll out of methodologies to improve 
cyber security 
• Offer access to best-in-class technologies via valued ecosystem of partners and setup of  cyber security 
   institutes. 
• Global leading intelligence research team with expertise in security and penetration testing, incident 
   readiness, data breach forensics investigations, major threat discoveries and more.

If you are concerned about achieving regulatory compliance, establishing proper security hygiene and ensuring swiftness in 
incident response: 
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Copyright © 2016 Singapore Telecommunications Ltd (CRN:199201624D). All rights reserved.
All other trademarks mentioned in this document are the property of their respective owners.

www.singtel.com/security Contact your Account ManagerFor more information g-security@singtel.com

 

About Singtel
Singtel is Asia’s leading communications group providing a portfolio of services including voice
and data solutions over fixed, wireless and Internet platforms as well as infocomm technology
and pay TV. The Group has presence in Asia, Australia and Africa with over 610 million mobile
customers in 24 countries, including Bangladesh, India, Indonesia, the Philippines and Thailand.
It also has a vast network of offices throughout Asia Pacific, Europe and the United States.

Awards
Frost & Sullivan Singapore Excellence Awards 2016
Managed Security Service Provider of the Year

Frost & Sullivan's Asia Pacific ICT Awards 2016
Telco Cloud Service Provider of the Year

NetworkWorld Asia Info Mgmt Awards
Security-as-a-Service (2012 - 2016)

NetworkWorld Asia Readers’ Choice Awards
Managed Infrastructure Services (2012 - 2015)
Managed Security Services (2014 - 2015)

NetworkWorld Asia Info Mgmt Awards
Disaster Recovery & Business Continuity (2014 - 2016)

Telco Cloud Forum Awards 2016
Telco Cloud of the Year


